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On safety and security
requirements for industrial
cyber-physical systems

Professor Shuang-Hua Yang, Computer
Science, University of Reading

Industrial cyber-physical systems (iCPSs) refer to the next
generation of industrial systems that integrate information and
physical spaces through control, communication, and computation.
iCPSs map industrial processes to the information space through
the network, then monitor and control them and make intelligent
decisions in real-time. Due to the nature of networked systems,
iCPSs are exposed to risks from both physical and information
spaces. Safety and security (S&S) are the keys to reducing these
risks, but with potential issues of conditional dependence,
independence and contradiction.

This talk will introduce such contradictions and a systematic
methodology to identify the contradictions in S&S requirements for
iCPSs. To provide insight into the operations of the methodology,
the talk will demonstrate its application in a smart factory using
multiple automatic guided vehicles (AGV).
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